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CHAPTER I: SOFTWARE TESTING AND INTRODUCTION TO QUALITY 

Topics covered: 

Introduction, Nature of errors, an example for Testing, Definition of Quality, QA, QC, QM and SQA , 

Software Development Life Cycle, Software Quality Factors . 

-------------------------------------------------------------------------------------------------------------------  

Introduction: 

Verification is the general term for techniques that aim to produce fault-free software. 

Testing is a widely used technique for verification, but note that testing is just one technique 

amongst several others. This chapter explains several approaches to testing. 

Remember that there is a separate collection of techniques for carrying out validation 

– which are techniques which strive to make sure that software meets its users needs 

Software is complex and it is difficult to make it work correctly. Currently the dominant 

technique used for verification is testing. And testing typically consumes an enormous 

proportion (sometimes as much as 50%) of the effort of developing a system. 

Microsoft employ teams of programmers (who write programs) and completely separate 

teams of testers (who test them). At Microsoft there are as many people involved 

in testing as there are in programming. 

Arguably, verification is a major problem and we need good techniques to tackle it. 

Often, towards the end of a project, the difficult decision has to be made between continuing 

the testing or delivering the software to its customers or clients. 

We begin this chapter by discussing the general problem of testing – and discover 

that there is a significant problem. We consider approaches called black box and white 

box testing. 

There are a whole number of associated testing techniques, which we outline. 

The problems of testing large pieces of software that consist of many components 

are severe – particularly if all the components are combined at one and the same time. 

It would be convenient to know how errors arise, because then we could try to avoid 

them during all the stages of development. Similarly, it would be useful to know the 

most commonly occurring faults, because then we could look for them during verification. 

Regrettably, the data is inconclusive and it is only possible to make vague statements 

about these things. 

Specifications are a common source of faults. A software system has an overall 

specification, derived from requirements analysis. In addition, each component of 

the software ideally has an individual specification that is derived from architectural 

design. The specification for a component can be: 

_ ambiguous (unclear) 

_ incomplete 

_ faulty. 

Any such problems should, of course, be detected and remedied by verification of 

the specification prior to development of the component, but, of course, this verification 

cannot and will not be totally effective. So there are often problems with a component 

specification. 

This is not all – there are other problems with specifications. During programming, 

the developer of a component may misunderstand the component specification. 

The next type of error is where a component contain faults so that it does not meet 

its specification. This may be due to two kinds of problem: 

1. errors in the logic of the code – an error of commission 

2. code that fails to meet all aspects of the specification – an error of omission. 

This second type of error is where the programmer has failed to appreciate and correctly understand all 

the detail of the specification and has therefore omitted some necessary code. 

Finally, the kinds of errors that can arise in the coding of a component are: 

_ data not initialized 

_ loops repeated an incorrect number of times. 

_ boundary value errors. 

• The nature of errors 

would be convenient to know how errors arise, because then we could try to avoid them during all the 

stages of development. Similarly, it would be useful to know the most commonly occurring faults, 

because then we could look for them during verification. 
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Regrettably, the data is inconclusive and it is only possible to make vague statements about these things. 

Specifications are a common source of faults. A software system has an overall specification, derived 

from requirements analysis. In addition, each component of the software ideally has an individual 

specification that is derived from architectural design. The specification for a component can be: 

• ambiguous (unclear) 

• incomplete 

•  faulty. 

Any such problems should, of course, be detected and remedied by verification of the specification prior 

to development of the component, but, of course, this verification cannot and will not be totally effective. 

So there are often problems with a component specification. 

This is not all – there are other problems with specifications. During programming, the developer of a 

component may misunderstand the component specification. 

The next type of error is where a component contain faults so that it does not meet its specification. This 

may be due to two kinds of problem: 

1. errors in the logic of the code – an error of commission 

2. code that fails to meet all aspects of the specification – an error of omission. 

This second type of error is where the programmer has failed to appreciate and correctly understand all 

the detail of the specification and has therefore omitted some necessary code. 

Finally, the kinds of errors that can arise in the coding of a component are: 

▪ data not initialized 

▪ loops repeated an incorrect number of times. 

▪ boundary value errors 

Boundary values are values of the data at or near critical values. For example, suppose 

a component has to decide whether a person can vote or not, depending on their age. 

The voting age is 18. Then boundary values, near the critical value, are 17, 18 and 19. 

As we have seen, there are many things that can go wrong and perhaps therefore it 

is no surprise that verification is such a time-consuming activity. 

The problem of testing 

We now explore the limitations of testing. Consider as an illustration a method to calculate 

the product of its two integer parameters. First, we might think of devising a 

selection of test data values and comparing the actual with the expected outcome. So we 

might choose the values 21 and 568 as sample values. Remembering negative numbers, 

we might also choose –456 and –78. If we now look at possible coding for the procedure, 

we can immediately see the drawback with this approach: 

 
The problem is that, for some reason – error or malice – the programmer has chosen 

to include an if statement, which leads to an incorrect value in certain cases. The 

test data that was chosen above would not reveal this error, nor, almost certainly, would 

any other selection of test data. Thus use of selective test data cannot guarantee to 

expose bugs. Now it could be argued that the bug is obvious in this example – simply 

by looking at the program. But looking at a program is not testing – it is a technique 

called inspection that is discussed later in this chapter. 

A second method of testing, called exhaustive testing, would be to use all possible 

data values, in each case checking the correctness of the outcome. But even for the 

method to multiply two 32-bit integers would take 100 years (assuming a 1 millisecond 

integer multiply instruction is provided by the hardware of the computer). So 

exhaustive testing is almost always impracticable. 

These considerations lead us to the unpalatable conclusion that it is impossible to test 

any program exhaustively. Thus any program of significant size is likely to contain bugs. 
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------------------------------------------------------------------------------------------------------------------- 

Definition of Quality 

 

What is quality? 

It is a simple question, but with a not-so-simple answer. In fact, quality has proved to be a 

difficult concept to pin down. What is even more surprising is that despite the volume of writing 

on quality management, there has been only limited attention paid to defining exactly what is 

meant by the term “quality.” This is important, not least because the lack of a clear definition 

makes it difficult to evaluate the effects of quality management on business outcomes. In part, at 

least, the neglect of defining quality stems from the difficulty in doing so. 

 

The Oxford American Dictionary defines quality as “a degree or level of excellence.” The 

definition of quality by the American National Standards Institute (ANSI) and the American 

Society for Quality Control (ASQC) is “the totality of features and characteristics of a product or 

service that bears on its ability to satisfy given needs.” Quality can be defined in many ways, 

depending on who is defining it and to what product or service it is related. 

 

According to Garvin: 

“Quality is an unusually slippery concept, easy to visualize and yet exasperatingly difficult to 

define.” 

The word “quality” normally conveys notions of nebulous factors that are not readily measured 

or tied down. Quality conveys a positive connotation to whatever it is applied. Thus, 

Quality can be a compelling value in its own right. “It is robust enough to pertain to products, 

innovations, service standards, and caliber of people…. Everyone at every level can do 

something about it and feel the satisfaction of having made a difference. Making products that 

work, or providing first class service is something we can identify with from our own 

experience.” (Pascale, 1991) 

A wide variety of approaches to defining quality are evident. For example: 

i) Quality is defined as being about value (Feigenbaum, 1983) 

ii) Quality is conformance to standards, specifications or requirements (Crosby, 1979) 

iii) Quality is fitness for use (Juran, 1989) 

iv) Quality as excellence (Peters and Waterman, 1982) 

v) Quality is concerned with meeting or exceeding customer expectations (Parasuraman et al., 1985) 

vi) Quality means delighting the customer (Peters, 1989) 

 

Each approach to defining quality has strengths in terms of generalizability, ease of measurement 

and utility. Thus, the “quality as conformance to standards” approach is more relevant in a 

manufacturing environment than in a high-contact personal service industry and is of great value 

in emphasizing efficiency and productivity. “Quality as excellence” is seen as particularly 

valuable as a motivational device in the general call to arms in a quality management campaign. 

Employees can take pride in working for an organization whose vision and mission statements 

emphasize being the best. 

 

Each approach also has its weaknesses. Thus, a quality vision to “conform to standards every 

time” is unlikely to be as effective as “quality as excellence” in winning employee commitment 

to quality. However, “quality as excellence” is very difficult to measure or operationalize. 

“Quality as conformance” tends to have an internal focus and customers’ views can thus be 

neglected while “quality as meeting customer expectations” is often plagued by complexity, 

difficulty and cost in measurement. 

 

A Broader View of “What is quality” 

Ask people this question and we get a diverse range of answers. A good answer given in a 

seminar on quality was “Quality” is a perception. Quality could be all things to all people. 

Quality like beauty lies in the eyes of the beholder. Quality like any other concept begins in the 

mind. Quality is found in great abundance in our daily life. We live in a quality age, in a quality 

home, fully of quality furniture. We buy quality goods and drive a quality car and demand 

quality service from others. 
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In our industry, this is the most commonly used word in day-to-day work. Infact we see a lot of 

posters espousing the cause of quality but posters by themselves cannot help unless everyone is 

educated about the meaning of quality. Without a clear understanding of the term quality, it is 

difficult to achieve it. Lack of understanding gives rise to the ambiguous use of the word 

“quality” and leads to variation in priorities, decisions, actions and attitude. 

The oxford dictionary defines quality as “degree of excellence, relative nature or kind or 

character. General excellence.” 

Other meanings associated with the word quality are as follows: 

• A good product 

• Sturdy 

• Durable 

• Made of best materials 

• Easy to operate 

• Nice in appearance and touch 

• Produced with care 

These when translated into a broader sense mean as follows: 

• Description of consumer wishes 

• Observance of terms of delivery 

• Has good documentation 

• Is available at a reasonable price 

• A product meeting laid down specifications 

Thus, the definition of quality should: 

• Take into account customer requirement and needs 

• Be customer oriented 

• Be aware of customer specifications 

For example, when we buy a T.V., we look at the following parameters: 

• Brand 

• Sales talk/Sales brochure 

• Picture and sound quality 

• Size/dimensions 

• Appearances 

• Weight 

• Terms of payment 

• Maintenance cost 

• Terms of delivery 

• Installation 

• Servicing/skills 

For example, when we go to a restaurant, we look at the following parameters: 

• Courtesy of staff 

• Layout of table/comfort 

• Lighting/Ambience/Atmosphere 

• Correct order taking 

• Services of the waiters 

• Neatness/Clean linen 

• Reasonably Quick service 

• Tasty food 

• Courteous serving 

• Proper billing 

------------------------------------------------------------------------------------------------------------------- 
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What is Software Quality Management? 

Software Quality Management ensures that the required level of quality is achieved by submitting 

improvements to the product development process. SQA aims to develop a culture within the team and 

it is seen as everyone's responsibility. 

Software Quality management should be independent of project management to ensure independence 

of cost and schedule adherences. It directly affects the process quality and indirectly affects the product 

quality. 

Activities of Software Quality Management: 

• Quality Assurance - QA aims at developing Organizational procedures and standards for quality 

at Organizational level. 

• Quality Planning - Select applicable procedures and standards for a particular project and 

modify as required to develop a quality plan. 

• Quality Control - Ensure that best practices and standards are followed by the software 

development team to produce quality products. 

 Software Quality Assurance (SQA)mean? 

Software quality assurance (SQA) is a process that ensures that developed software meets and complies 

with defined or standardized quality specifications. SQA is an ongoing process within the software 

development life cycle (SDLC) that routinely checks the developed software to ensure it meets desired 

quality measures. 

 

 

 

 

 

 



TYCS                         SEM V                        SOFTWARE TESTING AND QUALITY ASSURANCE     

 

Software Development Life Cycle (SDLC) is a process used by the software industry to design, develop 

and test high quality softwares. The SDLC aims to produce a high-quality software that meets or exceeds 

customer expectations, reaches completion within times and cost estimates.  

• SDLC is the acronym of Software Development Life Cycle. 

 • It is also called as Software Development Process.  

• SDLC is a framework defining tasks performed at each step in the software development process. 

 • ISO/IEC 12207 is an international standard for software life-cycle processes. It aims to be the standard 

that defines all the tasks required for developing and maintaining software.  

 

What is SDLC? SDLC is a process followed for a software project, within a software organization. It 

consists of a detailed plan describing how to develop, maintain, replace and alter or enhance specific 

software. The life cycle defines a methodology for improving the quality of software and the overall 

development process. The following figure is a graphical representation of the various stages of a typical 

SDLC. 

 

The term software development life cycle model is a way of describing the planning, designing, coding, 

and testing of a software system, as well as the method in which these steps are implemented. A variety 

of life cycle models exist, but they all include the same constituent parts. All life cycle models take a 

project through several primary phases: a requirements-gathering phase, a design phase, a construction 

or implementation phase, and a testing phase. Figure 4-1 provides a simplified illustration of the general 

software development life cycle model.  

 
Figure 4-1: General software development life cycle model Each phase produces feedback that affects 

the next phase. For instance, the requirements gathered during the requirements phase influence the 

design, which is translated into working software code during the implementation phase. The software 

code is verified against the requirements during the testing phase. 

What is SDLC? 

SDLC is a process followed for a software project, within a software organization. It consists of a detailed 

plan describing how to develop, maintain, replace and alter or enhance specific software. The life cycle 

defines a methodology for improving the quality of software and the overall development process. 

The following figure is a graphical representation of the various stages of a typical SDLC. 

 

A typical Software Development Life Cycle consists of the following stages − 
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Stage 1: Planning and Requirement Analysis 

Requirement analysis is the most important and fundamental stage in SDLC. It is performed by the 

senior members of the team with inputs from the customer, the sales department, market surveys and 

domain experts in the industry. This information is then used to plan the basic project approach and to 

conduct product feasibility study in the economical, operational and technical areas. 

Planning for the quality assurance requirements and identification of the risks associated with the project 

is also done in the planning stage. The outcome of the technical feasibility study is to define the various 

technical approaches that can be followed to implement the project successfully with minimum risks. 

Stage 2: Defining Requirements 

Once the requirement analysis is done the next step is to clearly define and document the product 

requirements and get them approved from the customer or the market analysts. This is done through 

an SRS (Software Requirement Specification) document which consists of all the product 

requirements to be designed and developed during the project life cycle. 

Stage 3: Designing the Product Architecture 

SRS is the reference for product architects to come out with the best architecture for the product to be 

developed. Based on the requirements specified in SRS, usually more than one design approach for the 

product architecture is proposed and documented in a DDS - Design Document Specification. 

This DDS is reviewed by all the important stakeholders and based on various parameters as risk 

assessment, product robustness, design modularity, budget and time constraints, the best design 

approach is selected for the product. 

A design approach clearly defines all the architectural modules of the product along with its 

communication and data flow representation with the external and third party modules (if any). The 

internal design of all the modules of the proposed architecture should be clearly defined with the 

minutest of the details in DDS. 

Stage 4: Building or Developing the Product 

In this stage of SDLC the actual development starts and the product is built. The programming code is 

generated as per DDS during this stage. If the design is performed in a detailed and organized manner, 

code generation can be accomplished without much hassle. 

Developers must follow the coding guidelines defined by their organization and programming tools like 

compilers, interpreters, debuggers, etc. are used to generate the code. Different high level programming 

languages such as C, C++, Pascal, Java and PHP are used for coding. The programming language is 

chosen with respect to the type of software being developed. 

Stage 5: Testing the Product 

This stage is usually a subset of all the stages as in the modern SDLC models, the testing activities are 

mostly involved in all the stages of SDLC. However, this stage refers to the testing only stage of the 

product where product defects are reported, tracked, fixed and retested, until the product reaches the 

quality standards defined in the SRS. 
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Stage 6: Deployment in the Market and Maintenance 

Once the product is tested and ready to be deployed it is released formally in the appropriate market. 

Sometimes product deployment happens in stages as per the business strategy of that organization. 

The product may first be released in a limited segment and tested in the real business environment 

(UAT- User acceptance testing). 

Then based on the feedback, the product may be released as it is or with suggested enhancements in 

the targeting market segment. After the product is released in the market, its maintenance is done for 

the existing customer base. 

SDLC Models 

There are various software development life cycle models defined and designed which are followed 

during the software development process. These models are also referred as Software Development 

Process Models". Each process model follows a Series of steps unique to its type to ensure success in 

the process of software development. 

Following are the most important and popular SDLC models followed in the industry &miuns; 

• Waterfall Model 

• Iterative Model 

• Spiral Model 

• V-Model 

• Big Bang Model 

Other related methodologies are Agile Model, RAD Model, Rapid Application Development and 

Prototyping Models. 

------------------------------------------------------------------------------------------------------------------ 

SOFTWARE QUALITY FACTORS 

McCall’s Factor Model 

This model classifies all software requirements into 11 software quality factors. The 11 factors are 

grouped into three categories – product operation, product revision, and product transition factors. 

• Product operation factors − Correctness, Reliability, Efficiency, Integrity, Usability. 

• Product revision factors − Maintainability, Flexibility, Testability. 

• Product transition factors − Portability, Reusability, Interoperability. 

Product Operation Software Quality Factors 

According to McCall’s model, product operation category includes five software quality factors, which 

deal with the requirements that directly affect the daily operation of the software. They are as follows  

Correctness 

These requirements deal with the correctness of the output of the software system. They include − 

• Output mission 
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• The required accuracy of output that can be negatively affected by inaccurate data or inaccurate 

calculations. 

• The completeness of the output information, which can be affected by incomplete data. 

• The up-to-dateness of the information defined as the time between the event and the response 

by the software system. 

• The availability of the information. 

• The standards for coding and documenting the software system. 

Reliability 

Reliability requirements deal with service failure. They determine the maximum allowed failure rate of 

the software system, and can refer to the entire system or to one or more of its separate functions. 

Efficiency 

It deals with the hardware resources needed to perform the different functions of the software system. 

It includes processing capabilities (given in MHz), its storage capacity (given in MB or GB) and the data 

communication capability (given in MBPS or GBPS). 

It also deals with the time between recharging of the system’s portable units, such as, information 

system units located in portable computers, or meteorological units placed outdoors. 

Integrity 

This factor deals with the software system security, that is, to prevent access to unauthorized persons, 

also to distinguish between the group of people to be given read as well as write permit. 

Usability 

Usability requirements deal with the staff resources needed to train a new employee and to operate the 

software system. 

Product Revision Quality Factors 

According to McCall’s model, three software quality factors are included in the product revision category. 

These factors are as follows − 

Maintainability 

This factor considers the efforts that will be needed by users and maintenance personnel to identify the 

reasons for software failures, to correct the failures, and to verify the success of the corrections. 

Flexibility 

This factor deals with the capabilities and efforts required to support adaptive maintenance activities of 

the software. These include adapting the current software to additional circumstances and customers 

without changing the software. This factor’s requirements also support perfective maintenance 

activities, such as changes and additions to the software in order to improve its service and to adapt it 

to changes in the firm’s technical or commercial environment. 
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Testability 

Testability requirements deal with the testing of the software system as well as with its operation. It 

includes predefined intermediate results, log files, and also the automatic diagnostics performed by the 

software system prior to starting the system, to find out whether all components of the system are in 

working order and to obtain a report about the detected faults. Another type of these requirements 

deals with automatic diagnostic checks applied by the maintenance technicians to detect the causes of 

software failures. 

Product Transition Software Quality Factor 

According to McCall’s model, three software quality factors are included in the product transition 

category that deals with the adaptation of software to other environments and its interaction with other 

software systems. These factors are as follows − 

Portability 

Portability requirements tend to the adaptation of a software system to other environments consisting 

of different hardware, different operating systems, and so forth. The software should be possible to 

continue using the same basic software in diverse situations. 

Reusability 

This factor deals with the use of software modules originally designed for one project in a new software 

project currently being developed. They may also enable future projects to make use of a given module 

or a group of modules of the currently developed software. The reuse of software is expected to save 

development resources, shorten the development period, and provide higher quality modules. 

Interoperability 

Interoperability requirements focus on creating interfaces with other software systems or with other 

equipment firmware. For example, the firmware of the production machinery and testing equipment 

interfaces with the production control software. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 


